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User Id and Password Recovery
Go to Wisconsin Web Access Management System (WAMS)

* You must have a User Id and password for access to the eRETR system.

« The User Id and password are obtained from the Dept. Of Administration and once obtained, you
“apply” for access to the eRETR from Revenue. This creates a “double” security system
protecting against identity theft.

Go to Wisconsin Web Access Management System (WAMS):

https://on.wisconsin.gov/WAMS/home
To create a new WAMS account (obtain a new user id and password)
To up date your existing account (if you change your e-mail address, you MUST up date it)
To recover your existing account (in case you forgot your user id or password)
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User Id and Password Recovery

Wisconsin Web Access Management System (WAMS) Account Recovery

https://on.wisconsin.gov/ WAMS/home

Logout Help FaQ

YWisconsin User 1D

Obtain initial User Id

VYisconsin User ID

Web Access Management System (WAMS)

The State's Web Access Management System A S) allows authorized individuals to
access State Internet applications using the same means of identification for all State
“Wweb applications. For example, a citizen can use the same YWisconsin User ID and
password to acquire overweight trucking permits and Emergency Medical Technician
certification

When access to information or services is restricted, to protect your privacy or the privacy
of others, you will he asked to provide a wWisconsin User ID and password. Your
wisconsin User 1D and password verifies your identity so thatwe can provide you with
access to your information and services and prevent access by unauthorized individuals.

Change e-mail address, password, etc.
Note if your e-mail address changes, Self Registration (Request a Wisconsin User 1D and Passward )
you MUST change your profile.

Sel-Registration allows you to create your personal Wisconsin Login Account. This is
yaur key to doing secure business with the State of Wisconsin aver the Internet. This

Recovery uses your e_mall address that you account belongs toyou. It does not belong to your current employer.
. Note: vou must provide a valid, unigue e-mail address to self-register for a Wisconsin
Currenﬂy have in your account. |If yOU have Login Account. Correspondence regarding yourWisconsin User 1D, password or other

infarmation about yourWisconsin Login Account will be sent to this e-mail address.

changed e-mail address and have not up dated

your account and if you can not access the old e- Erofle Management

mail, you will not be able to recover your user id Profile Management allows you ta change your account informatian, e-mail address,
and password. If such the case, you will need to hassword and eimer information.

seek he]p using this link: Logout (Terminate your account session.)
https://on.Wisconsin/WAMS/formattedEI\/IAIL Logout shuts down your current session. To access a secured application you will have

to login again.
Note: If Logout takes wou to the Lagin panel, you are already logged out ofthe account

Recover User |d and password session and no action is needed.
1 1 — CCOoun ECOvE argot your isconsin sBr ar password’
Following Screens are steps in Account Recovery (Forgotyour ¥ User 1D or password?)
ACCOU nt Recovery Account Recovery is used to restare access to your account ifyou can not remember yaur

password aryourYWisconsin User D,

Note: vou must know the answer to your secret question and you must have access ta the
e-mail address inyour account. A link provided in an e-mail is used to continue Account
Recovery.


https://on.wisconsin/WAMS/formattedEMAIL

User Id and Password Recovery

Step 1 - Enter your e-mail address

IMPORTANT:

Recovery uses your e-mail address that you
currently have in your account. If you have
changed e-mail address and have not up dated
your account and if you can not access the old
e-mail, you will not be able to recover your user
id and password. If such the case, you will
need to seek help using this link:
https://on.wisconsin/WAMS/formattedEMAIL

Enter User ID OR E-mail address.
Preferred method is e-mail address.

Click submit >
Make sure your e-mail is open
and accepting mail

Wisconsin User ID Account Recovery

Welcome to the Wisconsin User ID Account Recovery pracess. [n arder to recover your
account, fallow these five easy steps:

13 Pravide either your Wisconsin Lser 1D or the e-mail address assaciated with your
account.

21 Follow the Weh link in the e-mail.

3 Provide the exact answer to your secret questian.

43 Provide a new password foryour account.

83 Terminate your Account Recovery sessian.

When Step 4 is complete, a Successful Wisconsin User D Account Recovery message
will be displaved. This message will containyour Ulser 1D, in case that was the forgotten
itern. The same message will also be sentto the e-mail address associated with your
account,

Account Information

Provide eitheryour Wisconsin User 1D or the e-mail address associated with your
accaunt.

User ID I

E-Mail |

ubrmit |


https://on.wisconsin/WAMS/formattedEMAIL

User Id and Password Recovery

Instruction screen after “Submit” pressed

Logout Help FAQ

Wisconsin User ID Account Recovery

Step 1 ofthe Wisconsin User ID Account Recovery process is now complete. ¥ou should
receive an e-mail from the State ofWisconsin very soon.

In arder to recover your account, the fallowing steps remain:
23 Open youdr e-mail and fallow the Web link.

3 Frovide the exact answer to your secret question.

43 Provide a new password for your account.

) Terminate your Account Recovery session.

Wihien you follow the Web link, vou will he prompted to provide the answer to your secret
fquestion.

For assistance send an e-mail to Help Wisconsin Support

Check your e-mail for mail from WAMS@wisconsi.gov
as shown on next screen



mailto:WAMS@wisconsi.gov

User Id and Password Recovery

Step 2 - E-mail message from WAMS @wisconsin.gov Wisconsin User ID Account Recovery

Click on link to answer
your secret question
you used when
creating your account

B Wisconsin User ID Account Recovery Step 2. - Message {Plain Text) - |ﬁ' |i|

File Edit Wiew Insert Format Tools  Actions  Help

From: WAMS@wiscansin, gov Sent:  Thu &/21)2008 12:57 FM
Tos Reppen, Russel 5 - DOR
Ce:

Subject:  Wisconsin User ID Account Recovery Step 2.

IRussel 3 Reppen ﬂ

Thank you for using the Wisconsin User ID Lecount Recovery process! In order to recowver your account, the following steps
remain:

1) Click on the Web link helow
http://on.wisconsin. gov/WANS/ AR ?RSAction=ARLARID=MOnPMizuzoKoPMGPz1EThGGIIE:T
21 Prowvide the exact ahswer Lo your sSecret question.

3) Prowvide a new password for your account.

4) Terminate your Account Recovery session.

If you do not get the secret answer correct, click on the web-link above to try again.

If you receive an error when yvou click on the above web-link try the following tips:

* Sowe e-wail applications do not handle Webh links properly. If you got ah error after clicking on the link vou may need
ta copy the link from the message to your Internet browser's address line. HMake sure that you get the entire web-link. I
the webh-link is split into two lines and the second line is not underlined like the first line, copy both lines into the
Internet bhrowser's address line.

* If wou received a 'your browser musSt support cookies' error and you have your browser configured to allow cookies, open
a new bhrowser window and copy the web-link into the Internet browser's address line.

* Many Internet browsers have the ability to remewber passwords for you. This feature may cause problems if the password
it remembers doss not watch your current password. If wou are having password problems, and the password is filled out on
the login page when it loads, try clearing the password field and re-entering your password. We recommend that you turn
off the password memwory feature of your Internet browser.

This e-mail is automatically generated. Please do not reply to this e-wail. If you need assistance please click on the
wek-link helow:
http://on.wisconsin. gov/WiAMS/FormattedEmail

To access the Wisconsin User ID Profile Management applications, add the following web-link to your Fawvorites, Bookwarks
list:
http://on.wisconsin. gov/WANS/ howe

|
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Your secret question will be here

User Id and Password Recovery

Step 3 - Enter secret question answer

5t W S C O N S

Logout Help FAR

Wisconsin User ID Account Recovery

Step 2 ofthe Wisconsin User ID Account Recovery process is now complete. In order to
recover your account, the following steps remain:

3 Provide the exact answer to your secret question.
4y Pravide a new password foryour account.
&1 Terminate your Account Recovery session.

Entervour secret answer exacthy as originally provided. {vou will have three attermnpts
to getthis exact)

Answer the question EXACTLY as

Secret Question I

Answer to ||

entered when account was created

Click submit; make sure your e-mail is
open and accepting mail

If not able to answer the question EXACTLY
——-

as provided, e-mail for assistance.

\ 4

Secret Question

— | SLBm

[fyou know the answer to the secret question, butyou cannot enter it exacthy a5 originally
provided, you will need to send an e-mail to Help Wisconsin Support for assistance in
recovering your account.




User Id and Password Recovery

Step 4 - Enter new password

Logout Help FAG

Wisconsin User ID Account Recovery

Step 3 ofthe Wisconsin User D Account Recovery process is now complete. We have
now confirmed that you are the owner of this account. ou may provide a new passwaord to
complete Wisconsin User D Account Recovery Process.

Take care to remember and protect your User ID, Password and Secret Answer! They
are your keys to doing secure business with the State of Wisconsin over the Internet.

Your Password must be hetween ¥ and 20 characters long and must contain a
combination of letters and either numbers or special characters (except @,
Enter new password > || Password |
Re-enter
Re-enter new password > Password
Click submit; make sure your e-mail is e

open and accepting mail



User Id and Password Recovery

Success Notice E-mail message from WAMS @wisconsin.gov

From:  WAMS@wisconsin.goy Sent; Tho 8/21/2008 1:36 PM
To: Reppen, Russgl 5 - DOR,

(e

Subject:  Wisconsin User ID Account Recovery Successful

. P ———
Verify your User |d ~ =————> FRussel 3 Reppey( | tinemwams |

Itis important to keep Your Wisconsin User ID has been recovered successfully and your password has heen changed.
your profile current for
Step 1 (Screen 4) as

your actual User Id may

not be the one yOU If you have not recently used the Wisconsin User ID Aceount Recowvery process and changed your password, please contact
. Help Wisconsin Support immediately by clicking on the following web-link:
thought it was.

Take care to remember and protect your User ID, Password and Zecret inswer! They are your keys to doing secure buzines:
with the State of Wisconsin over the Internet.

htep://on. wiseonain, gov/ TAMS/ ForrvattedEwail

Write down your User Id
and password and p|ace This e-mail iz automatically generated. Please do not reply to this e-wail. If you need assistance please click on the

in secured location. veh-link dhove.
DO NOT TRY AND

REMEMBER THEM! If you receive an error vhen you click on the shove web-link try the following tip:

* Some e-mail applications do not handle Weh links properly. If vou get an error after clicking on the link you wav m
to copy the link from the message to your Internet hrowser's address line, Make sure that vyou get the entire weh-link
the weh-link iz split into two lines and the second line iz not underlined like the first line, copy both lines into €.
Internet browser's address line.


mailto:WAMS@wisconsin.gov

Click Terminate

User Id and Password Recovery

Step 5 - Terminate recovery session

Logout Help FAQ

Wisconsin User ID Account Recovery

Russel 5 Reppen {repperskpa)

Steps 1-4 of the Wisconsin User ID Account Recovery process are now complete.
Yodrwisconsin User ID has been recovered successfully and vour password has been

changed.
Click on the link in step five(h) to complete the last step of Account Recowveny.

> 5) Terminate yvour Account Recovery session.

‘ For assistance send an e-mail to Help Wisconsin Support
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Log-In to eETR
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“Log-In" with User Id and new password

If you have questions, call or email Russel Reppen 608.266.1594, Russel.Reppen@revenue.wi.gov

Wisconsin
Department of Revenue

Please log In

User ID |

Password I

WARNING: This system iz for authorized users only; svstem access is monitored, By uzing this
system you expressly consent to this monitoring, Unauthorized use of, or access to, this system
may subject you ta criminal prosecution and penalties,

Forgotyour password? s your account locked? Click here

Eequest a'Wisconsin User D and Passward.
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