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Common Questions: Secure Encrypted Email
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What is a secure encrypted email message?

What steps do | to follow when | receive an encrypted email?

What should I do if I have never received an encrypted email before?
How do | change my password? Will my password or account expire?
What if | forgot my password?

How do I verify the encrypted email | received is legitimate?

How do I create an encrypted message? How do | send attachments?
Do you have any more training on this?

Will I receive spam mail from Cisco once I register on the system?
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Troubleshooting

1. What happens if my organization strips HTML attachments?
2. What happens if an encrypted email | am expecting doesn’t arrive?

BlackBerry and Mobile Devices
1. Can my BlackBerry send, receive and open encrypted email?
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1. What is a secure encrypted email message?
An encrypted email is a secure message that allows only the sender and receiver to
read the message and attachments in the message. Direct replies to encrypted
messages are also encrypted.

How it works: the receiver gets a secure email message along with instructions on
how to open the encrypted email. The receiver uses their login and password to
open and read the email.

2. What steps do | follow when | receive an encrypted email?
Follow the instructions in the message you receive. By clicking on the attachment
“securedoc.html” or the link at the bottom of the message, you will be taken through
the steps to open your encrypted email. The steps will include entering your login
and password.

If you want to save your email after opening, save it as you do any email and
attachments. The process depends on your own system.

3. What should I do if I have never received an encrypted email before?
The first time you receive an encrypted message, follow the instructions in your
email and you will:

A. Register on the Cisco system by creating a user ID, password, security phrase
and several security questions. Your “Registration ID” will be your email
address.

B. Receive a registration confirmation and you will click on “Click here to
activate this account.”

C. Enter your password and click on “securedoc.html.”

For future emails, you will only need to click on securedoc.html, the attachment or
“View” and then enter your password.

4. How do I change my password? Will my password or account expire?
You may change your password at any time on Cisco’s website at
https://res.cisco.com. Log in and go to the profile administration page to change
your password.

Passwords do not have an expiration date. If an account is not active for seven
years, it will be purged from the system database.

Remember: an ideal password has letters, punctuation, symbols, and numbers and be sure to
keep your password private.
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What if | forgot my password?

Go to Cisco’s website at https://res.cisco.com/websafe and answer your secret
guestions at the LOGIN screen. You will be sent a temporary password that will
allow you to log into the system, reset your password, and get to the encrypted
email. Note: The Department cannot access your account to change your password.

How do | verify the encrypted email | received is legitimate?

Initially, you will have to either rely on the fact that you are expecting a message from the person
who sent the email to you, or call the sender to verify an encrypted email was sent to you. Once
you have registered and created an account in the secure system, any other
encrypted emails you receive will have your “Personal Security Phrase,” if you
made one when you registered.

How do I create an encrypted message? How do | send attachments?
After you have registered and created an account on the system, you can send a
secure encrypted email.

Log in at https://res.cisco.com by entering your email address and password. Click
on “Compose Message” and hit “Send” when you are done writing your email and
adding any attachments.

You can add attachments by clicking on “Attachments” and selecting the files you
want to send. An attachment can be as large as 15 MB.

Note: encryption can double the size of a message, which can affect the time it takes to be
delivered to the recipient. It can also impact the amount of time it takes the recipient to open
and decrypt your message. Some recipient email systems may reject a message it considers
too large. If you have multiple large attachments to send, you may want to send them in
several messages.

Do you have any more training on this?

We have a short presentation online called Opening a Secure Encrypted Email at
http://www.revenue.wi.gov/fags/Zindex.html. It’s an overview (with graphics)
about how to register in the system, read email, reply to messages, and create an
encrypted message.

You can also find more information on Cisco’s website at
https://res.cisco.com/websafe/

Will | receive spam mail from Cisco once | register on the system?
No, Cisco is the maker of the system, but they have no access to your user data.
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Troubleshooting
1. What happens if my organization strips HTML attachments?
Most organizations do not strip attachments, but if yours does, contact the sender to
see if there are other ways for you to get the information.

2. What happens if an encrypted email | am expecting doesn’t arrive?
If you think an email may be lost, contact the sender to confirm that it was sent. If
the message was sent and still does not arrive, you can contact the sender and ask
them to recall the message.

BlackBerry and Mobile Devices
1. Can my BlackBerry receive, open and reply to encrypted email?
Yes, your BlackBerry or other mobile device can send or receive secure messages as
long as you can open the “securedoc.html” attachment on your mobile device.

If the “securedoc.html” link doesn’t open, you may need to change one of the
options:

A. Click Options > Security Options > TLS

B. Change default TLS from proxy to handheld



